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1. Purpose

SAMSUNG SDI has established a Vulnerability Disclosure Policy based on safety and trust to
address potential security vulnerabilities that may arise in our systems and applications. We
are committed to providing a clear channel through which customers, researchers, and
partners can report discovered vulnerabilities, and to ensuring smooth resolution from initial
reporting to remediation in accordance with our internal processes.

Accordingly, this policy outlines how to report vulnerabilities related to our products and
services, as well as our approach to responding to them.

2. Contact Information

If you have identified a vulnerability in our ESS products, please contact us through the
following channels.

[JDedicated Email: sdi.security.ess@samsung.com
[IDedicated Phone: +81-(0)3-6369-6404 (Weekdays 9:00~17:00 JST)
O Official Website: https://www.samsungsdi.com/

COWhen contacting us, we kindly request that the following information be included.

X Product model or version
X Detailed description of the vulnerability and its potential impact
X Steps to reproduce (e.g. screenshots or demonstration videos)

X Reporter’s contact information (e.g. name, email address, phone number)

SAMSUNG SDI ensures the protection of the reporter’s personal information.




3. Submitting Vulnerability Reports and Handling Process

Upon receiving a vulnerability report, SAMSUNG SDI responds according to the following
steps, and the progress will be shared with the reporter.

] Report Acknowledgement: Within 5 business days, we will acknowledge that your report
has been received.

] Analysis and Verification: Assess the scope of impact and risk level of the reported
vulnerability, and verify its validity.

[0 Resolution and Remediation: Take appropriate actions such as firmware updates or
patches, and determine the priority of actions based on urgency.

O Disclosure: Notify the reporter once remediation is complete, and issue a security advisory
if necessary.

4. Vulnerability Handling and Disclosure

Until a reported vulnerability is fully resolved, SAMSUNG SDI will notify users of the risk and
provide temporary mitigations through its official website. Once the vulnerability has been
remediated, the details will be disclosed via the official website and individual email
notifications.

Disclosure Information
0 Overview of the vulnerability (excluding details that could be exploited)
[] Scope of affected products and versions

0 Update procedures and mitigation measures

5. Vulnerability Report Guidelines

We kindly request the following cooperation from vulnerability reporters. Please refrain from
any actions that may disrupt operations, such as compromising personal or customer
information, destroying data, disrupting services, or altering data that does not belong to you.
We also ask for your understanding that resolving vulnerabilities may take time depending
on the situation, and request that you refrain from any public disclosure until the issue has
been fully addressed.




6. Disclaimer

We will not take legal action against good-faith reporters who comply with this policy.
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